@ Metropolitan Transportation Authority

Operating and Financial Risks

Submitted as part of the MTA 2022 Annual Report
Pursuant to New York State Public Authorities Law Section 2800(1)(a)(2)(iii)



MTA
CORPORATE COMPLIANCE

Enterprise Risk Management
Status Report

Report to the Audit Committee

February 2023




ERM: Business Processes by Risk Rating

12.89 % \\
As of 2022, we identified 2,125 Business '
Processes

@ (No Selection) @ Construction & Development Company @ Long Island Rail Road
Metro-North Railroad @ MTA Bus Company @ MTA Headquarters
@ New York City Transit Authority @ Triborough Bridge and Tunnel Authority

~ 15.91 %
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ERM: Risk Assessments
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We have completed 1,335 Risk
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@ In Progress (19) @ In Risk Manager Review (46) @ Complete — No Changes (~1.2k)

@ Rejected to Business Process Owner (1) @ Complete - Changes Identified (40)



Control Self Assessments

In 2022, completed 1,425 Control
Self Assessments.

As of this report 1,340 passed, 57
failed and 28 are still under review.
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(No Selection) 2022 2021 2020

Click to drill through
@ (No Selection) (29) ® Pass (~3.7k) @ Fail (177)



Deficiencies

We have identified 76 deficiencies

for 2022 as of this report which is ¥ s o3

consistent with prior years

CSAID




Remediation Plans Closure Tren
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Remediation Plans Creation Trending by
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ERM Risk Factors

Top Agency Risks Enterprise-Wide Risks
Cyber Security Cyber Security
Infrastructure and Equipment Maintenance Post Institutional Transformation
Reputational :
Reputational
Safety - Employee and Customer
, Safety
Security
Succession Planning Succession Planning

MTA Corporate Compliance





