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planning in the interest of assuring the safety and security of the demonstrators and the public. 

  

 

 

 
 
 
 
 
July 6, 2020                      NYSIC-CYB-20-05 
 

ATTN:  All Partners 
 
SUBJECT:    Criminals Exploit COVID-19 to Commit Unemployment Fraud 
 
OVERVIEW:  The New York State Intelligence Center (NYSIC) Cyber Analysis Unit (CAU) is providing 
the following information for your situational awareness.  Local, State, and Federal law enforcement 
are currently investigating a widespread fraud campaign in which victims’ identities are being used to 
file false unemployment claims.  This fraud campaign is likely capitalizing on the surge of unemployment 
claims relating to the current COVID-19 pandemic and has affected both the private and public sector.  
Victims, who have not filed unemployment claims, have received notifications from their employer’s 
Human Resources (HR) department, or the New York State Department of Labor (DOL), indicating an 
unemployment claim has been filed on their behalf. 
 

RECOMMENDATIONS:  The NYSIC CAU recommends that the following steps be considered for 
individuals who are a victim of employment fraud. 

• Step One – Contact Human Resources 

o Contact your organization’s HR staff to coordinate and report the incident to your 
employer. 

• Step Two – Contact New York State Department of Labor 

o Report the fraud to New York State DOL at 1-888-598-2077 or through their online form: 
https://labor.ny.gov/agencyinfo/uifraud.shtm 

▪ You will need the following information for identity verification: 

• Social Security Number (SSN) 

• Address 

• Phone Number 

• Email address 

• Information on how you learned a claim was filed on your behalf, when the 
fraud began, and whether the fraud is ongoing. 

• Step Three – File a Police Report 

o File an online or non-emergency report with the agency whose jurisdiction you live in. 

https://labor.ny.gov/agencyinfo/uifraud.shtm
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• Step Four – Report to the Three Major Credit Bureaus 

o Obtain your free credit report from Equifax, Experian, and TransUnion at 
https://www.annualcreditreport.com or call 1-877-322-8228. 

o Report to the credit bureaus that a fraudulent claim was made using your identity and 
provide them with the case number from your police report.  You can have a fraud alert 
put on your identity and/or freeze your credit.  Either can be done free of charge. 

▪ A fraud alert will make it more difficult for someone to open new accounts in your 
name.  To place a fraud alert, contact one of the three credit bureaus.  That bureau 
will then notify the other two credit bureaus. 

▪ Experian: 1-888-397-3742 

▪ TransUnion: 1-800-680-7289 

▪ Equifax: 1-888-766-0008 

o Check your credit activity at least once a year.  As a victim of identity theft, you have the 
right to check it monthly if you choose. 

o If you do not have upcoming large purchases, such as a home, you may want to freeze 
your credit for more protection.  You can accomplish this by visiting 
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs.  

• Step Five – Federal Trade Commission (FTC) & Internal Revenue Service (IRS) 

o File a short report with the FTC at https://www.identitytheft.gov.  Provide the case number 
from your police report.  Additional information can be found at 
https://www.ftc.gov/idtheft. 

• Step Six – Keep Your Notes 

o Retain any notes, copies of emails, etc., related to your reports and the fraud activity.  
You can reference them if you face any identity issues or locate inaccuracies on your 
credit history sometime in the future. 

 

ACTIONS TO FURTHER PROTECT YOUR IDENTITY: 

• Services that lock credit information can help, though you must provide companies with your 
own personal data, potentially creating more risk. 

•   Attached to this bulletin, for your convenience, is a previously disseminated joint product 
between the NYSIC and the National Capital Region Threat Intelligence Consortium (NTIC).  
The product, titled (TLP: WHITE) Doxing Mitigation Guide, serves as an easy reference to help 
individuals remove their personal information from public records websites.  Click on the 
thumbtack icon to access.  In addition, there are many helpful websites that will walk you through 
the process of securing your own data.  You can search “how to do opt-outs and credit freeze” 
or use some of the third-party resources below:   

https://www.annualcreditreport.com/
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs
https://www.identitytheft.gov/
https://www.ftc.gov/idtheft
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The National Capital Region Threat Intelligence Consortium Cyber Center and the New York State 
Intelligence Center Cyber Analysis Unit have compiled the following resource to assist individuals 
in removing their personal information from public records websites to reduce the risk of doxing. 


Doxing (from “dox,” short for “documents”) is the act of compiling and publishing another 
individual’s personally identifiable information (PII) online for the purposes of harassment, 
humiliation, or intimidation. As the name suggests, threat actors conduct doxing by gathering 
“documents” or information about a target from a variety of online data sources. These sources can 
include social media profiles identifying a target’s family members, interests, and activity patterns; 
data breaches containing a target’s email address or revealing services they purchase and/or use; online 
newspaper archives containing obituaries, engagement announcements, or notices of political 
involvement or military service; or tax records databases revealing names, addresses, phone numbers, 
or property details. Threat actors use information compiled from these data sources to craft invasive 
profiles of targets. They then publish the information in doxing campaigns, usually done to expose 
identities, enact revenge, promote stalking, enable identity theft, or encourage others to perpetrate 
violent or malicious activity against targets or their families. Threat actors have even used doxing 
campaigns to spoof emergency situations that prompt a tactical law enforcement response directed at 
an intended target, a practice known as “swatting.” 


In recent years, threat actors have used public records websites as convenient resources for gathering 
personal information about their targets. These websites periodically scrape social media networks, 
archived websites, public records databases, and other sources of potentially useful data points and 
present their findings online, often at no cost, in simple and concise reports. Information captured by 
these websites may include names, birthdates, current and/or previous addresses, names of relatives 
and associates, social media profile photographs, archived social media information, work locations, 
job titles, salaries, real estate records, telephone numbers, and more. Though these websites can serve 
legitimate purposes such as aiding law enforcement or employers in background investigations, they 
are also attractive to threat actors seeking to gather information about targets to use in doxing 
campaigns or other nefarious activity. 


There are proactive steps individuals can take to remove their personal information from public records 
websites. Attached is a reference guide with instructions for completing this process on some of the 
most common public records websites. The National Capital Region Threat Intelligence Consortium 
Cyber Center and the New York State Intelligence Center Cyber Analysis Unit encourage 
individuals, particularly those in government, law enforcement, or other sensitive positions, to use 
this guide to limit the online exposure of their personal information and to reduce the risk of being 
impacted by a doxing campaign.
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The following pages include instructions for removing personal information from some of the most common public records websites (current 
as of February 2020). 
 
*We encourage users of this guide to create a new email address, unaffiliated with any previous accounts or services, dedicated expressly for 
use in completing opt-out processes on websites that require verification or confirmation via email. Additionally, if possible, we advise using a 
temporary phone number (such as those available through prepaid phone services) for use in completing opt-out processes on websites that 
require verification or confirmation via telephone or text message. 
 
**Please note that, as the below websites may frequently re-index personal information from other publicly available data sources, it may 
become necessary to revisit this guide periodically in the event that further or repeat removal of personal information is required. In addition, 
as this guide is not exhaustive of every public records website available currently or in the future, we encourage individuals to perform periodic 
Internet searches for their names or personal details and follow procedures to ensure the removal of their records from any additional data 
sources identified. 


 
Website Opt-Out Link Instructions 


addresses.com http://www.addresses.com/optout.php 
 


1. Navigate to addresses.com and search for your profile record 
2. Navigate to opt-out link 
3. Complete opt-out form using information as it appears in the 


record you would like removed 
4. Provide an email address 
5. Click “Remove Me” 


advancedbackgroundchecks.com https://www.advancedbackgroundchecks.com/manage/ 
 


1. Navigate to opt-out link 
2. Click agreement box; select “I’m not a robot” 
3. Click “Begin Removal Process” 
4. Enter your information and click “Search” 
5. Find your profile and click “See Full Info” 
6. Click “Remove my record” 


archives.com http://www.archives.com/?_act=Optout 
 


1. Navigate to opt-out link 
2. Fill out opt-out request form 
3. Click “Submit” 


beenverified.com https://www.beenverified.com/f/optout/search 
 


1. Navigate to opt-out link 
2. Enter your name and state of residence; click “Search” 
3. Click on your profile record 
4. Enter email address 
5. Select “I’m not a robot” 
6. Click “Send Verification Email” 



http://www.addresses.com/optout.php

https://www.advancedbackgroundchecks.com/manage/

http://www.archives.com/?_act=Optout

https://www.beenverified.com/f/optout/search





Ver Tag==>Ver3x24420xdom


Doc Tag==>!@#cea4cd50-a15a-4b3b-974a-cbe3ab1e907b@#$


 
TLP: WHITE 


NATIONAL CAPITAL REGION THREAT INTELLIGENCE CONSORTIUM 
Cyber center 


TLP: WHITE 


Traffic Light Protocol: WHITE information may be distributed without restriction. 


 


 


7. Check email (note: email may go to your inbox’s “junk” 
folder) 


8. Click “Verify Opt-Out →” in confirmation email 
checkthem.com https://www.checkthem.com/optout/ 


 
1. Navigate to opt-out link 
2. Enter your name; click “Search Now!” 
3. Click “Choose” next to your profile record 
4. Enter your email address; select “I’m not a robot”; answer 


security questions; click “Send Verification Email” 
5. Check email; navigate to provided link to confirm opt-out 


cyberbackgroundchecks.com https://www.cyberbackgroundchecks.com/removal 
 


1. Navigate to opt-out link 
2. Agree to terms and conditions; select “I’m not a robot” 
3. Click “Start Removal Process” 
4. Enter your name and click “Search” 
5. Click “View Details” under your profile 
6. Click “Remove My Record” 


dobsearch.com https://www.dobsearch.com/people-finder/search-
name.php 
 


1. Navigate to opt-out link 
2. Enter your name 
3. If you identify your profile record among the search results, 


scroll to the bottom of the list and click “Manage My 
Listings” on the right side of the page 


4. Type “I AGREE” in the box to confirm acceptance of terms  
5. Click “Continue” 
6. Mark your profile record by placing a checkmark in the box 


to the left of your name 
7. Click “Continue” 
8. Enter email address and phone number 
9. Click “Submit”; you will receive a text message with a 


verification code 
10. Enter text message verification code and click 


“Continue” to complete 
familytreenow.com https://www.familytreenow.com/optout 


 
1. Navigate to opt-out link 
2. Select “I’m not a robot” 
3. Click “Begin Opt Out Procedure” 
4. Enter your name and state of residency 
5. Find your profile record 
6. Click “Opt Out” 


fastbackgroundcheck.com https://www.fastbackgroundcheck.com/removal 1. Navigate to opt-out link 



https://www.checkthem.com/optout/

https://www.cyberbackgroundchecks.com/removal

https://www.dobsearch.com/people-finder/search-name.php

https://www.dobsearch.com/people-finder/search-name.php

https://www.familytreenow.com/optout

https://www.fastbackgroundcheck.com/removal
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 2. Check verification box 
3. Select “I’m not a robot” 
4. Click “Begin Removal Process” 
5. Enter your name 
6. Click on your profile record 
7. Click “Remove My Record” 


fastpeoplesearch.com https://www.fastpeoplesearch.com/removal 
 


1. Navigate to opt-out link 
2. Check verification box 
3. Select “I’m not a robot” 
4. Click “Begin Removal Process” 
5. Enter your name 
6. Click on your profile record 
7. Click “Remove My Record” 


instantcheckmate.com https://www.instantcheckmate.com/optout/ 
 
 


1. Navigate to opt-out link 
2. Enter your name 
3. Click “Remove This Record” 
4. Enter your email address 
5. Select “I’m not a robot” 
6. Click “Send Confirmation Email” 
7. Click “Confirm opt-out” in email to complete 


intelius.com https://www.intelius.com/optout 
 


1. Navigate to opt-out link 
2. Enter your name; click “Search” 
3. Click “Select and Continue” next to your profile record 
4. Enter your email address; select “I’m not a robot”; click 


“Continue” 
mylife.com None 1. Navigate to mylife.com and search for your profile record 


2. Copy profile URL  
3. Send email to privacy@mylife.com requesting removal of 


your profile record; include URL of your record 
4. You should receive an email confirmation of profile 


takedown within a week 
peekyou.com  http://www.peekyou.com/about/contact/optout/ 


 
1. Navigate to peekyou.com and search for your profile record 
2. Navigate to opt-out link 
3. Copy the unique ID from the URL of your profile record (the 


opt-out link contains guidance on identifying a profile’s 
unique ID) 



https://www.fastpeoplesearch.com/removal

https://www.instantcheckmate.com/optout/

https://www.intelius.com/optout

mailto:privacy@mylife.com

http://www.peekyou.com/about/contact/optout/
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4. Fill out the opt-out form; paste in unique ID from your 
profile 


5. Select “I’m not a robot”; confirm terms of service 
6. Click "Submit" 
7. Confirm opt-out using link provided in email 


peoplefinders.com https://www.peoplefinders.com/opt-out 
 


1. Navigate to peoplefinders.com and search for your profile 
record 


2. Click on your profile record 
3. Copy URL of your profile record 
4. Navigate to opt-out link; paste URL from profile record into 


opt-out form 
5. Enter email 
6. Select “I’m not a robot” 
7. Click “Send Request” 
8. Confirm opt-out using link provided in email 


peoplelooker.com https://www.peoplelooker.com/f/optout/search 
 


See instructions for beenverified.com 


peoplelookup.com https://www.peoplelookup.com/privacy-
policy#updating-or-removing-your-information 
 


See instructions for beenverified.com 


peoplesmart.com None 
 


See instructions for beenverified.com 


privateeye.com https://www.privateeye.com/static/view/optout/ 
 


1. Navigate to opt-out link 
2. Enter your name 
3. Click “Opt Out” 
4. See instructions for peoplefinders.com to continue process 


premium.whitepages.com https://support.whitepages.com/hc/en-us/requests/new 
 


1. Navigate to premium.whitepages.com and search for your 
profile record 


2. Find your profile record; click the blue box that says “View 
Full Report” 


3. Copy the website URL 
4. Navigate to the opt-out link 
5. Under “Please choose your issue below”; select “I need to 


edit or remove a listing” 
6. Enter your email address; paste website URL; enter full 


name, address city and state, and phone number as they 
appear in the listing 



https://www.peoplefinders.com/opt-out

https://www.peoplelooker.com/f/optout/search

https://www.peoplelookup.com/privacy-policy#updating-or-removing-your-information

https://www.peoplelookup.com/privacy-policy#updating-or-removing-your-information

https://www.privateeye.com/static/view/optout/

https://support.whitepages.com/hc/en-us/requests/new
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7. Under Subject, enter “Removal”; under Description, enter 
“Please remove my personal information and all data 
associated with it from your website” 


8. Select “I’m not a robot” 
9. Click “Submit” 


radaris.com None 1. Navigate to radaris.com 
2. Search for your profile record 
3. If the option is available*, click “Full Profile” next to your 


profile record (*if this option is not available, it may not be 
possible to remove your information from the Radaris 
website as the company may be sourcing data from other 
public records websites)  


4. Click on dropdown arrow next to “Background Check & 
Contact Info” and click “Control Info” 


5. Click the “Control Info” button 
6. Create an account and login 
7. Confirm your name and enter your phone number; click 


“Send code” 
8. Enter the verification code received in the text message, 


click “Submit” 
9. Click “View Profile” 


10.  In the top right corner of the webpage, click the  icon, 
then click “Control Information,” then click “Delete specific 
records” 


11. Select the checkbox next to up to 6 records you wish to 
remove, then click “Remove selected record(s)” 


12. Repeat process from step 10 until all desired records have 
been removed, then click “Back to name’s page” 


13. In the top right corner of the webpage, click the  icon, then 
click “Control Information,” then click “Make profile 
private” 


rehold.com None 
 


See instructions for veripages.com 


searchpeoplefree.com https://www.searchpeoplefree.com/opt-out 
 


1. Navigate to the opt-out link 
2. Agree to terms of service and select “I'm not a robot” 
3. Click “Begin” 



https://www.searchpeoplefree.com/opt-out
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4. Search for your profile record; click on “Details” to view 
your record detail 


5. At the bottom of the record detail page click “Remove this 
Record” 


spokeo.com http://www.spokeo.com/optout 
 


1. Navigate to spokeo.com and search for your profile record 
2. Copy website URL 
3. Navigate to the opt-out link; paste URL into the opt-out 


form; provide an email address; select “I’m not a robot”; 
click “Remove this listing” 


4. Confirm opt-out using link provided in email 
spydialer.com https://spydialer.com/Consumers/ 


 
1. Navigate to spydialer.com and search for your associated 


phone number, name, address, or email 
2. Navigate to the opt-out link; click “Start” 
3. Choose your state of residence; select “I’m not a robot”; 


click “Continue” 
4. Fill in the information you would like removed from the 


website 
5. Click “Confirm Request”; on the next page; click “Opt-Out 


My Info” to complete the process 
truepeoplesearch.com https://www.truepeoplesearch.com/removal 


 
1. Navigate to the opt-out link 
2. Agree to terms of service and select “I’m not a robot” 
3. Click “Begin removal” 
4. Search for your profile record; click “View all details” 
5. Scroll to the bottom of the page and click “Remove this 


record” 
truthfinder.com https://www.truthfinder.com/opt-out/ 


 
1. Navigate to the opt-out link 
2. Search for your profile record 
3. Click “Remove this record” 
4. Provide your email address; select “I’m not a robot;” click 


“Send confirmation email” 
5. Check email inbox for confirmation email and click 


“Confirm opt-out” to complete the process 
usa-people-search.com https://www.usa-people-search.com/manage/ 


 
1. Navigate to the opt-out link 
2. Search for your profile record 
3. Click “That’s the one” 
4. Check the two boxes to confirm the process and the terms of 


service; select “I’m not a robot”; click “Continue” 



http://www.spokeo.com/optout

https://spydialer.com/Consumers/

https://www.truepeoplesearch.com/removal

https://www.truthfinder.com/opt-out/

https://www.usa-people-search.com/manage/
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ussearch.com None 
 


See instructions for intelius.com 


veripages.com None 1. Navigate to veripages.com; search for your profile record 
2. Copy website URL 
3. Send email to support@veripages.com requesting removal of 


your profile record; include URL of your record 
voterrecords.com None 1. Navigate to voterrecords.com; search for your profile record 


2. Click “View Details” next to your name in the search results 
to go to the detailed record page 


3. Scroll to the bottom of the page and click “Record Opt-Out” 
4. Enter your name and email address; agree to the terms of the 


request; select “I’m not a robot” 
5. Check email inbox for verification email to confirm request 


(note: if you do not receive a verification email, your record 
was successfully processed without additional verification 
needed) 


whitepages.com https://whitepages.com/suppression_requests 
 


1. Navigate to whitepages.com and search for your profile 
record 


2. Click “View Free Details” 
3. Copy the website URL 
4. Navigate to the opt-out link; paste URL into the opt-out 


form; click “Opt-Out” 
5. Click “remove me;” provide a reason for opt-out request 
6. Provide a telephone number to receive a verification phone 


call 
7. Verify PIN code via telephone to complete opt-out process 


xlek.com https://www.xlek.com/optout.php 
 


1. Navigate to xlek.com and search for your profile record. If 
found, navigate to opt-out link 


2. Enter your name and email address 
3. Select “I’m not a robot” 
4. Click “Proceed” 


yellowbook.com None 
 


See instructions for beenverified.com 


zabasearch.com https://www.zabasearch.com/block_records/ 
 


See instructions for intelius.com 


 



https://whitepages.com/suppression_requests

https://www.xlek.com/optout.php

https://www.zabasearch.com/block_records/



Text annotation
Icon: (TLPWHITE)NYSIC-NTIC_DoxingGuide.pdf
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o (U) https://ssd.eff.org/en – The Electronic Frontier Foundation has several guides for 
privacy and security. 

o (U) https://www.nytimes.com/wirecutter/reviews/best-password-managers/ – Get a 
password manager.  Most fraud is committed using data obtained from previous internet 
breaches of hotel chains, entertainment services, and other widely-used digital 
productivity tools. That is why it is important to never use the same password twice. 

o (U) https://authy.com/guides – Use multi-factor authentication (a secondary security 
code) on your most important accounts. 

o Most importantly, be vigilant and watch out for things like phishing emails, vishing fraud 
calls, and mail/package theft which can lead to your identity being compromised. 

o Be wary of free applications and offers which could be mining your data. 

 

ADDITIONAL RESOURCES: 

• (U) https://www.tripwire.com/state-of-security/security-data-protection/guide-digital-privacy-
yourfamily  

• (U) https://protonmail.com/blog/coronavirus-email-scams  

• (U) https://lifehacker.com/s/dataprivacy  

• (U) https://www.digitaltrends.com/computing/how-to-increase-your-privacy-security-zoom  

• (U) https://www.consumer.ftc.gov/blog/2020/03/online-security-tips-working-home  
 

 

For further information regarding the content of this bulletin, please contact the NYSIC CAU at (518) 
786-2191 or CAU@nysic.ny.gov. 

https://ssd.eff.org/en
https://www.nytimes.com/wirecutter/reviews/best-password-managers/
https://authy.com/guides
https://www.tripwire.com/state-of-security/security-data-protection/guide-digital-privacy-yourfamily
https://www.tripwire.com/state-of-security/security-data-protection/guide-digital-privacy-yourfamily
https://protonmail.com/blog/coronavirus-email-scams
https://lifehacker.com/s/dataprivacy
https://www.digitaltrends.com/computing/how-to-increase-your-privacy-security-zoom
https://www.consumer.ftc.gov/blog/2020/03/online-security-tips-working-home
mailto:CAU@nysic.ny.gov

